WIRELESS PLANNING GUIDE

Introduction

There are many things to consider when planning a wireless implementation in your district such as which
technologies to use, coverage, standalone or centrally controlled, security, etc. This guide will address the
considerations necessary to implement a healthy and secure wireless network.

L Site Survey

A site survey will help determine the placement of Access Points (AP) in a building. AP Placement is affected
by the materials used in the building structure. The size of the signal concentration (cell) for each AP can
vary due to these materials. Correct placement is critical to provide the required signal concentration
necessary for the applications that will be run over the wireless network.

A.

There are 3 AP deployments to consider when requesting a site survey: data only, voice and RFID

(Radio-Frequency Identification) tags.

1. If the wireless network will only be used to augment the wired data network, this is considered
data only and will require the least amount of signal saturation (cell).

2. VolP over a wireless network requires a denser signal saturation to insure call quality. This
requires a more dense population of Access Points with overlapping cells.

3. RFID tags are used to track the location of devices or people. RFID tags require a very dense
wireless signal saturation since the signal from the device cannot be lost at any time.

Conducting a site survey can be done through a vendor, by using software or manually.

1. There are many vendors that conduct site surveys however, these can be very expensive.
Software products like AirMagnet or Ekahau can also be used to conduct wireless surveys. These
products have a hefty price tag, a steep learning curve, and are time intensive to use. They yield
very accurate results since they take into account everything such as building floor plans, building
materials, and things in the environment that can interfere with the wireless signal.

2. A manual survey can be accomplished by setting up Access Points in buildings and recording signal
strengths. This will help with determining the placement and number of Access Points. This
method should only be used for data only implementations.

Il.  Applications and Users

A.

The applications that will be used on your wireless network need to be a consideration. Some
applications require more network resources and may have issues running over a wireless network. It
may be necessary to check with the technical support of a software vendor if you are not sure. Older
versions of software may also require upgrades to run wirelessly. User surveys are often helpful to
determine applications.

Computer labs should be given special consideration. Wireless is a shared media and throughput is
affected by the number of users on a given access point. Consider that in a wireless environment only
one device at a time can talk to the AP. Coverage for the lab may be accomplished by placing a single



access point in the room; however in a lab with 20 or more wireless nodes, multiple access points
would be necessary.

lll.  Hardware Considerations
A. There are 2 types of technologies to consider, standalone and centrally controlled.

1. Astandalone (Autonomous) implementation uses individually controlled access points. Each
access point must be configured separately and troubleshooting a problem can be very tedious.
On the surface it could be consider a more cost effective method for managing a wireless
network. However, as the number of AP’s increases the more administratively intensive the
wireless network becomes.

2. Centrally controlled implementations require the use of a Wireless LAN Controller. All access
points are configured and managed through the controller which simplifies deployment and
troubleshooting. This solution offers the capability of running multiple controllers. Wireless
Control System (WCS) software can be used to manage multiple controllers and access points.

B. There are 2 frequencies to consider for your wireless 2.4 GHZ and 5 GHZ.

1. Wireless signals operating in the 2.4 GHZ range are susceptible to interference from other devices
such as portable phones and microwaves. The wireless standards that operate in this frequency
range are 802.11b, 802.11g, and 802.11n.

a. Due to the age and reduced speed of the standard (11 Mbps), it is recommended to avoid
using the 80211.b whenever possible.

b. 802.11G operates at a maximum speed 54 Mbps and is widely used. Newer deployments
should consider 802.11a or n.

2. Wireless signals operating in the 5 GHZ are above most local interference and provide better signal
guality. The wireless standards that operate in this frequency range are 802.11a and 802.11n.

a. 802.11nis configurable on the controller to allow the wireless client to connect at a
maximum speed of 300 Mbps.

b. 802.11n access points should have Gigabit access to the LAN although they will negotiate to
100 Mbps if that is what is available. It is recommended that tri-speed switches
(10/100/1000) be used to connect these access points to the LAN.

V. Consumer and Commercial Grade Wireless Networks

A. There are 2 different grades of wireless hardware to consider, consumer grade and commercial grade.
1. Consumer Grade

a. Brands Include: Linksys, D-Link, Netgear, Apple, etc...

b. Consumer grade access points have lower memory and processors. They are designed for a
small number of users connecting in a home or small business environment. Having many
clients on a consumer grade access point would overwhelm it causing unacceptable response
times.

c. Theradio power is typically low, designed only to cover areas equivalent to the average
house and minimize interference with other devices like cordless phones.



d. The controls in the access point are bare-bones which would not allow for enhanced security
settings that enterprise networks require.

e. The hardware is also limited. The majority of the antennas are permanently attached and
cannot be removed or changed.

f.  Technical support for these devices tends to be minimal.

2. Commercial Grade Wireless Networking

a. Brandsinclude: Cisco, Meru, Proxim, Avaya (Trapeze). ..

b. Commercial grade wireless networking systems have more powerful processors and more
memory, enabling them to support larger number of clients.

c. Theradio power can be adjusted to cover a smaller cell around the access point. This
provides a higher density for applications such VolP over wireless. The radios can also be set
to automatically increase power to cover a failed access point.

d. Software is available to give a global view of the wireless network, providing information on
each access point, rogue access points (unauthorized access points), and all connected
clients.

e. From a security perspective, access points can be set to destructively interfere with rogue
access points, making them useless and disabling any clients that connect to it, thereby
keeping all users on only the authorized access points.

f.  The access points can be setup to force users to authenticate through a central server such
as RADIUS.

g. Some models have removable radio modules allowing upgrades to accommodate new
standards or more powerful radios.

h. Certain access points have external antennas that can be changed to provide appropriate
coverage.

i.  Through a maintenance contract technical support is available and able to assist in complex
technical problems.

Security

There are two parts to securing the data on your wireless network, authentication to the access point with
encryption and network authentication. Data encryption is necessary to prevent a person from intercepting
your data from the airways and having it available in clear text. The access point can be run in an open state
without encryption or authentication but this is not recommended.

A. Wireless authentication permits access to the access point and encrypts the data. The encryption
methods are WEP (Wired Equivalent Privacy), WPA (Wi-Fi Protected Access) and WPA2.

1. WEP is the least secure method and should not be used. The encryption has been cracked and the
procedure is easily obtained on the Internet.

2. WPA and WPA2 encryption allow very secure transmission of data to the access point. WPA2 is
the newer and more secure method and is preferable whenever possible.

B. Network authentication requires the use of an external server such as RADIUS or a network appliance
such as the Cisco Access Control Server. The user first connects to the access point, then if applicable
to the controller, and then is authenticated against a user database such as Active Directory. A
computer name may also be checked against a database to add to the security process. An IP address
is not issued until the authentication process is complete.



VL.

Infrastructure

A. The wired infrastructure is often overlooked when implementing a wireless network. Consider that the
AP must connect to the wired network and is passing data from multiple machines.

B. Older wiring to patch panels or switches may intermittently cause retransmissions of data to or from a
PC or laptop. This may appear as an occasional slow response on a wired network. With wireless
communications the result would show as an unstable and unreliable wireless network. Consider the
age of your infrastructure and running new lines to your Access Points.

C. Switching hardware must also be a consideration in a wireless deployment.

D. Access points can be powered with Power over Ethernet (PoE) switches or with external power
supplies. PoE switches should be considered whenever possible for larger wireless deployments.

1. Check with the Vendor to verify the power requirements of the access points.

2. Some 802.11n access points require up to 30W of power consumption with PoE. There are 2
standards that address this, 80211.af and 80211.at.
a. 80211.afis the original standard and was approved for 15W over Cat 5 cabling.
b. 80211.atis a newer standard to address the need for high powered devices requiring 30W.

E. Since the 802.11n AP’s are capable of 300 MB throughput, the 802.11n AP’s should be connected to a
gigabit switch port.



